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The clientis an Integrated Information Technology Solutions in Saudi Arabia. It has strengthened
the Kingdom's industrial operations by bringing technological advantages to businesses. The
company is specialized in delivering IT solutions and services, from installations, warehouses,
and digital signs to data centers, IT products, and technical staff provisions with its local presence
and international capacities.

As it serves the public, national governments, and financial institutions, it was crucial for the
company to be SAMA compliant. To fulfill this need, it was looking for a cybersecurity vendor
who can provide end-to-end services.

Challenges

The IT solutions provider serves financial customers and the leadership knows that it is
mandatory for them to stay in compliance with SAMA (Saudi Arabian Monetary Agency). Their
primary challenge was to ensure SAMA compliance.

SAMA is a cybersecurity framework ("the Framework") designed to assist SAMA (“the Member
Organizations”) regulated financial institutions to identify and address cybersecurity issues
efficiently. The Member Organizations must adopt a framework in order to preserve the
information resources and online services. This framework is based on the needs of SAMA and
cyber safety standards of the industry, including NIST, ISF, ISO, BASEL, and PCl. So the client
primarily experienced the following challenges:

e Ensuring compliance and following the SAMA framework guidelines.
e Tracking emerging threats, patches, and assaults.
e Monitoring all changes in the organization's assets and online services.
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To deliver end-to-end managed security services, SharkStriker structured the compliance
management team, Security Operations (SOC) team, and domain experts (Endpoint / Firewall
Experts) to work together to ensure that all of the following SAMA Framework controls are being
audited, implemented, and monitored.

Working with SharkStriker ensured success in the following SAMA frameworks:

1. Cyber Security Leadership and Governance
a. Cyber Security Strategy
b. Cyber Security Policy
c. Cyber Security Awareness

2. Cyber Security Risk Management and Compliance

a. Cyber Security Review
b. Cyber Security Audits

3.Cyber Security Operations and Technology

a. Cyber Security Architecture

b. Identity and Access Management

c. Infrastructure Security

d. Cyber Security Event Management

e. Cyber Security Incident Management
f. Threat Management
g. Vulnerability Management

SharkStriker also offered a comprehensive XDR (Extended Detection and Response) service,
developed a set of IT security policies by understanding the organization's infrastructure and
processes for SAMA compliance, security audit, and configuration of existing security solutions
(Sophos Central). SharkStriker XDR helped customers meet critical requirements such as 24/7
security monitoring, SIEM, Period vulnerability assessment, Baseline security audits, Pen testing
(VAPT), and Compliance Management without dealing with multiple vendors.
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Why SharkStriker?

SharkStriker offers robust cybersecurity solutions with the support of Cybersecurity specialists,
sophisticated SOCs, and a robust selection of managed security services. SharkStriker has
everything covered from MDR, XDR, SIEM, VAPT, and Firewall management.

Above all, SharkStriker’s platform built with an adversarial mindset delivering all-around
protection to the organization including proactive protection, automated detection, machine
learning-based response, threat intelligence, incident management, compliance management,
and security awareness. Businesses can leverage the advantage of a layered security approach
through multiple security services delivered from a single platform.

Key Results

Stay SAMA compliant

24/7 Security Monitoring

Period Security Audits

Incident Response Management
Single vendor to approach

About SharkStriker

SharkStriker is a US-based security services provider with SOCs and offices across the globe.
Backed by the skillsets of its Cybersecurity experts, modern SOC, and a robust suite of managed
security services delivered through a proprietary SharkStriker’s platform, it provides robust
security for your organization.
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